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Getting Started

Logging into the system
You can log into your spam management page

Max MailProtection

by going to https://maxmail.gfi.com/ in your
web browser. Your username will be your
email address, and your password will either
be your windows password or one given to you
by your administrator.

GFIMAX

MailProtection / MailEdge

Language: | English  [x]

Your Home Page

From this page, you can quickly jump to your
most important spam management tasks with
just one click, see an overview of your
message volume and access your quarantined
and queued messages.
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Username: Password:
Provide Feedback or Report a Bug sampleuser@mmpsampledomain.info  Logout
AV &4 il @
GEIMAX

MailProtection | MailEdge

o your control panell

‘Welcome to our all-new control panel!
In addition to design enhancements, we have simpiified the menu system and improved reporting
q) Want to see whats new? Take a tour of the new features...

Take atour! ‘

Common Tasks Spam Volume: Past 7 Days il more reports..

()] Change your spam handling 0
preferences total messages
" — 0
4 cnange your email notification 0
preferences

spam messages

[Z] Manage your whitelists {approved
sendersirecipients) 0.0%

Wed  Thu Fri Sat Sun Mon  Tue

Bl Manage your blacklists (banned spam W 5pam m Legitimate Massages M Virus

sendersirecipients)

[ View your message queue
[ View your quarantine

& Get help with a problem
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Manage your Account

Account Settings

Enter the correct timezone so message
and digest delivery times are converted
to your local time.

Change your password

This will only affect your MailProtection
login, and not your actual emalil
password. If you use the same password
to log onto your computer and/or check
your email, you might not be able to
change your password through this
screen (you would need to contact your
administrator).
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sampleuser@mmpsampledomain.info  Logout

Provide Feedback or Report a Bug

A v oD = 1 il )
G F I M A Home Messages Profelices Reports Support
MailProtection | MailEdge
Accoumz““gs
Account Settings
Timezone
Please select your timezone: | US/Pacific [=]
Language

Please select your language preference for the control panel: | English  [=]

Save Changes

Provide Feedback or Report a Bug sampleuser@mmpsampledomain.nfo Logout

AV 2 = 1 ih @

G F I M A Home Messages Prefditnces Reports Support

MailProtection / MailEdge

Spam Handling Whitelist Blacklist Digests & Notifications Account Settings Message Settings Pazm _
Change Password

Below, you may change your password that you use to access this control panel. Note that the password you set here is ONLY for the
control panel and is NOT the password used to access your regular email account. If you need help changing your regular email password
please contact your system administrator.

Enter new password: | sesess| |

Re-Enter Password to Confirm:

Save Changes
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Junk Mail Digests

Junk Mail Digests give you a chance to inspect the mail we’ve quarantined as spam to reclaim any messages
that were actually legitimate. Access the Digest settings by clicking “Preferences” (1), and then “Digests and
Notifications” (2).

Provide Feedback or Report a Bug sampleuser@mmpsampledomain.info  Logout

Digest Scheduling GFIMAX ol R | [
You can configure the days of the week and Ml U

(unless you are instructed to do otherwise, it
is best to keep it as the default address).

| Digests & Notifications

“Advanced Settings “ (3) will allow you to o Junk Mail Digests
configure the approximate times of day (up
to 3) the digests are delivered. Receiving Daily Junk Mail Digests
Would you like to receive junk ma{ [
the previous digest?
i Junk Mall Digests
Send Digests on These
M won [J Tee M
Send fo this address: | sam| S Digaeta an Theas Duye
semest
Resend a Digest Tome oty
No digests are available to be rese: ot amesT (o] e apues
current perios
., T @ty EErE
2 Message ©

. . R a XASE e By Wy o
Using Your Digest | o s Fom | Do e Gt OB | Bt s | o i e

The digest will arrive in your email as a list of | == T ez

i To:

@

probable and definite spam. You can see the |
sender (1), and click Release(2) to deliver |—=
the message to your inbox, removing it from || s—————
quarantine. You will be redirected tO & || swmreceied-prosasie e

success page and given the option to

» i

| Junk Mail Digest For t

whitelist all messages from that sender. | sesecr
t Release “noreply@message myspace.com> O ovane” [
|| - [p—
| PR e %
i Release < noreply@message.myspace.com>  *Discount Viagra_ViXPL_Percocet’_Ad

Spam Received - DEFINITE JUNK

RELEASE | FROM SUBJECT
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Messaging Features
In the event your mail server goes down, we can provide you with a temporary means of maintaining email
capabilities until your service is restored.

Provide Feedback or Report a Bug sampleuser@mmpsampledomain info - Logout

Your Message Queue

You can view and send email through GFIMAYX' = 1., il i b
our interface by clicking “Messages” (1) MailProtection / MalEdge

e e 2 b A T — 2 ——————
“Message Queue” (2) on the navigation - 2

bar. Any mail that was unable to reach
your server is viewable here. Click on a
message (3) to view it.

Message Queue

Messages are being queued. Your mail server is temporarily unreachable. Learn more

© Search all queued messages > Compose new message

@ DELETE @ DELETEALL ‘

0 DATE FROM. SUBJECT I

| O 4 ; 05/725/2010 06:50 AW ‘r',h"s.,'r‘rfpa This is a sample queued message
e

@ DELETE @ DELETEALL

Provide Feedback or Repart a Bug sampleuser@mmpsampledomain info  Logout

View Queued Messages ey e 5 %
You will be able to read, reply to and GFIMAX Home o Frerenes e o

MailProtection / MailEdge

forward your queued email with our

Message: This is a sample queued message

G Reply [ Reply Al 5l Forward @ rrevious (Sl BacktoList | ® Next

DATE: 70700 (POT)

[Z] Add sender to whitelist

ain.info>

age [Z] Add subject to whitelist

Show more headers

Message Part 1: text/plain; charset="us-ascii"

Notice how vou can read the message body whils it's in the mail guese.
This means that you can still function even when your mail server is

down!

Message Part 2: text/html; charset="us-
Notice how you can read the message body while it's in the mail queue. This means that you can still function even when your mail server is
down!

G Reply [ Reply Al 5l Forward @ rrevious (Sl BacktoList | ® Next
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Max MailProtection

When used judiciously, whitelisting is a valuable tool in keeping your mail flowing. When configured incorrectly, it
can be an open door for spam. Following these guidelines will help you achieve desired results.

Whitelist by “From” Address

Click: “Preferences”(1) , and then “Whitelist’(2).
Enter addresses, one per line, which you would
like to have bypass spam filtering. All whitelisted
senders will be delivered regardless of content,
with the exception of viruses.

IMPORTANT: DO NOT WHITELIST YOUR
OWN ADDRESS OR DOMAIN, AS THIS WILL
CAUSE A LARGE AMOUNT OF SPAM TO
REACH YOU.

Acceptable formats include:

= user@domain.com - (all mail from this
address will be allowed through)

= domain.com - (all mail from all users
from this domain will be allowed through)

Suggestions:

Provide Feedback or Report a Bug ‘sampleuser@mmpsampledomain.info  Logout

AV & = 1 il @
G F I M A Home Messages. Prefefhces Reports. Support
MailProtection | MailEdge
Spam Handling ‘.'.’25( Blacklist  Digests & Nofifications  Account Settings

| Whitelist
Whitelist by "From" Address

by FROM Address.

by TO Address

Adding email addresses to the list below will ensure that any mail sent FROM these addresses will bypass
the spam filter and will never be flagged as junk mail. Please enter one email address or domain per line.
Show examples.

by SUBJECT

I show system-wide default entries (you cannot change these)

Save Changes

= Try not to pre-populate the whitelist with a large number of domains, but rather use it as a tool to correct

false positives.

= Large, well-known domains shouldn’t be whitelisted at the domain level (Microsoft.com, aol.com, etc),
but rather at the individual address level you know and trust.

= Well-known addresses (notification@facebookmail.com, etc) are candidates for spoofing as well. The
more widely-known the address is, the more caution you should use when deciding whether or not to

whitelist.
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GFl

\—

Whitelist by “TO” Address (3)

This tool is usually used to allow all messages
through that are sent to you via a mailing list.

IMPORTANT: DO NOT WHITELIST YOUR
OWN ADDRESS OR ANY OTHER ADDRESS
WITHIN YOUR DOMAIN, AS THIS WILL
CAUSE A LARGE AMOUNT OF SPAM TO
REACH YOU.

Whitelist by Subject (3)

This tool will allow you to have selected
messages bypass filtering, regardless of sender,
based upon the subject line. Add entries based
upon:

= Exact match

= Begins with

= Ends With

= Contains (recommended)

GFI Software | www.gfi.com | maxmail.gfi.com
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Provide Feedback or Report a Bug

sampleuser@mmpsampledomain.info  Logout

AV & = il @
G F I M A Home Messages Preferences Reports Support
MailProtection / MailEdge
Spam Handling Vast Blacklist  Digests & Notifications ~ Account Seftings ~ Message Settings  Password
e i e

| Whitelist
Whitelist by "To" Address

by FROM Address

by SUBJECT

Adding email addresses to the list below will ensure that any mail sent TO these addresses will bypass the
spam filter and will never be flagged as junk mail. This is particularly helpful for allowing messages being
sent to a mailing list address that in tum forwards the message to you. Please enter one email address or
domain per line. Show examples.

[T show system-wide default entries (you cannot change these)

Save Changes

Provide Feedback or Report a Bug sampleuser@mmpsampledomain.info  Logout

AV o = i 9
GFIMAX Horté Hasomges protences Reports Support
MailProtection | MailEdge
wzsx Blacklist  Digests & Notifications ~ Account Settings ~ Message Settings  Password
| Whitelist
Whitelist by Message Subject
by FROM Address.
by TO Address.
Adding entries to the list below will ensure that any mail sent with a matching subject line will bypass the
by S | spam filter and will never be flagged as junk mail

Current Entries

MATCHING TEXT __ TYPEOF MATCH __ DELETE?

Add New Entries &

Please enter one item per line in the box below. Do not use quotation marks. Entries are not case sensitive.

Whitelist messages when the subject line | EXACTLY MATCHES [+] | the text below:

Save Changes
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Blacklisting is best used to combat the messages that you know you will never want, although they might not be

spam to everyone.

Blacklist by “From” Address

Click: “Preferences”(1) , and then “Blacklist’(2).
Enter addresses, one per line, which you would
like to automatically block without exception.

IMPORTANT: DO NOT BLACKLIST YOUR
OWN ADDRESS OR DOMAIN, AS THERE
ARE CERTAIN TIMES WHEN LEGITIMATE
MAIL FROM THESE ADDRESSES ARRIVES
EXTERNALLY.

Acceptable formats include:

= user@domain.com - (all mail from this
address will be blocked)

®=  domain.com - (all mail from all users
from this domain will be blocked)

Suggestions:

Provide Feedback or Report a Bug

GFIMAX

MailProtection

sampleuser@mmpsampledomain.info  Logout

Spam Handling  Whitelist 5251 Digests & Notifications  Account Settings ~ Message Settings

| Blacklist
by FROM Address
by TO Address

by SUBJECT

Blacklist by "From" Address

Adding email addresses to the list below will ensure that any mail sent FROM these addresses will always
be flagged as junk mail, regardless of message content. Please enter one email address or domain per line
Show examples.

[T show system-wide default entries (you cannot change these)

Save Changes

= Try not to pre-populate the blacklist with a large number of domains, but rather use it as a tool to block

recurring spam sources.

= Marketing emails you may have inadvertently opted into are a good blacklisting candidate, although you
also have the option of clicking “unsubscribe” if the sender seems reputable. (ex: retail store marketing

newsletter)

= Blacklisting for each piece of spam that reaches you is unnecessary and ineffective, as most spammers

don’t use the same address repeatedly.
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Blacklist by Subject (3)

This tool will allow you to have selected
messages automatically classified as spam
by the subject line. Add entries based upon:

= Exact match

= Begins with

= Ends With

= Contains (recommended)

These “Blacklisted by Subject” entries will
be visible in your digests and quarantine
(but not your inbox) unless you have “Hide
Egregious Spam” enabled, as we have to
accept the message to analyze the subject.
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Provide Feedback or Report a Bug sampleuser@mmpsampledomain.info  Logout
AV” & = 1 '8 ©
GFIMAX
MailProtection | MailEdge
Spam Handling  Whitelist 312( Digests & Nofifications  Account Settings ~ Message Settings  Password
l Blacklist

Blacklist by Message Subject

by FROM Address.
by TO Address

Adding entries to the list below will ensure that any mail sent with a matching subject line will always be
by ;3: flagged as junk mail, regardless of message content

Current Entries

MATCHING TEXT __ TYPEOF MATCH __ DELETE?

Add New Entries

Please enter one item per line in the box below. Do not use quotation marks. Entries are not case sensitive.

Blacklist messages when the subject line | EXACTLY MATCHES [+] | the text below:

Save Changes
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Spam Settings

You can change the aggressiveness and handling of your spam filtering at any time by selecting the
“Preferences”(1) icon at the top of the screen and then selecting “Spam handling”(2) via the navigation bar.

Spam Aggressiveness R

We recommend starting with a setting of “High”. GFIMAYX’
From there, you can either move up to “Very Mallroection |/ MaEcoe

sampleuser@mmpsampledomain info  Logout

2 =) 1 iy 9
Home Messages Preferlces Reports Support

iors, o o to o v onoter 5 |2
filters, or down to “Medium” if you encounter a - i il

large number of false positives.
| Spam Handling Settings

Advanced Settings.

Provide Feedback or Report a Bug

Advanced Settings (3
gs (3) . . . GFIMAX
Here you can choose to hide high-scoring MailProtecion / MailEdge

Set Anti-Spam Aggressiveness

In general, a very aggressive posture - in which a very high percentage of spam is detected - also causes a
greater likelihood of “false positives.”

Very High High Medium Low Very Low Unfiltered

Save Changes

sampleuser@mmpsampledomain.info  Logout

o = 1 iy ©
Home Messages proMences Reports Support

from “being tieplayed - your digesrs ana |2
from being displayed in your digests and ’

quarantine, making it easier to scan for
misclassified mail. We recommend not enabling |s"*‘"*“"""""gSe“‘"s's
this option until you are confident you have not o

Handing Options

accidentally misconfigured your blacklist. =

WE DO NOT RECOMMEND CHANGI NG
FROM THE ADMINISTRATOR-CONFIGURED DEFAULTS.
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Advanced Spam Handling Settings

Hide Egregious Spam & Mail from Blacklisted Senders

Do you want to suppress the highest-scoring spam messages and messages sent by blacklisted senders
in both your digests and quarantine?

Hide Virus-Containing Messages

Do you want to suppress messages with detected viruses in your digests and quarantine?

@ YES, hide

€ NO, show

Save Changes
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